[Mpunoxenune Ne 2
K TexHuueckoMmy 3a1aHHIO
Ha OKa3aHUE FOCYAapPCTBEHHBIM W MYHHIUIIAIEHBIM 00pa30BaTEIbHBIM
OpTaHM3aIIAM, PEATU3YIONIIM 00pa30BaTeIbHBIC TPOTPAMMBI OOIIET0
00pa3oBaHUs U CpeaHEero npodeccuoHarsHOro 00pa3oBaHus (Hanee —
o0pa3oBaTebHBIC OPTraHU3ALNH ), H30UPATEIBHBIM KOMICCHSIM CYOBEKTOB
Poccuiickoii denepanyy 1 TeppUTOPUATEHBIM N30UPATEIHHBIM KOMUCCHUSIM
(manee — n30UpaTeIbHBIE KOMUCCHH), PACIIOI0KEHHBIM Ha TEPPUTOPHSIX
cyonextoB Poccuiickoit @enepannu (3a uckiouerneM PecryOmuxu Kpsim
u r. CeBacromnoiisi) (C y4eToM MOTPeOHOCTEH yKa3aHHBIX TOJIb30BaTEIICH ),
YCIIYT 1O NMPEJOCTaBICHHIO C UCIOIB30BAHUEM EIMHOM CETH Nepeiau JaHHBIX
JOCTYyTa K TOCYJapCTBEHHBIM, MyHHUIIMIIABHBIM, HHBIM HH(OPMAIIHOHHBIM
CHCTEMaM U K HH(QOPMaIIMOHHO-TEIEKOMMYHHKAMOHHOH ceTn «MHTepHEeT»
(manee — cetp «HTEpHET»); 1O NIEpeiade JaHHBIX MPH OCYIIECTBICHUN
JOCTyTa K TOCYJapCTBEHHBIM, MyHHUIIUIIAIBHBIM, HHBIM HH(OPMAITHOHHBIM
cucTeMaM U K ceTH «VHTepHeT»; 1Mo 3aIIuTe JaHHBIX, 00padaThIBaEMBbIX
" niepeaaBacMbIX MMPU OCYHICCTBJICHUN JOCTYIIA K TOCYAapCTBCHHBIM,
MYHUIUNIAJIbHBIM, HHBIM I/IH(i)OpMaHI/IOHHI)IM CHUCTEMAM U K CETHU ((I/IHTCpHeT»;
1o 00ecHeYeHUI0 OrpaHIYEHNUs I0CTya K HHOPMAIUH, paclipOCTpaHEHUE
kotopoii B Poccuiickoii deneparyn 3anpenieHo, 1 K MHOOpMaLUH,
MIPUUUHSIONIEH Bpell 3/J0pPOBBIO U (UJIN) Pa3BUTHIO JETEH, CollepKaIiecs
B ceTH «MHTEepHET», U1 00pa30BaTeNbHBIX OPTraHU3aIMi; 10 MOHUTOPHHTY
1 oOecTieueHHI0 6e30ITaCHOCTH CBSI3H IIPH IIPEAOCTABICHUH IOCTYIa
K TOCYIapCTBEHHBIM, MYHHIIUIIAIEHBIM, HHBIM HH()OPMAIMOHHBIM CHCTEMaM
u K cetn «HTepHeT»; 0 OpraHu3alyH MOJKITIOYCHIUS K eINHOI ceTn
Tepeiauy JaHHBIX 00pa30BaTEIbHBIX OPraHU3ALNNA U N30MPaTENBHBIX
KOMHCCHﬁ, IO nepeave AaHHbIX MMPU OCYHICCTBICHUN NJOCTYIIAa K 9TOM CeTH

IIporpaMmma 1 MeTOAMKA UCTIBITAHU I

|. [Tponieaypa npoBeieHUs UCTIBITAHUI
1. 3aka3yuK OCYUIECTBISIET TMPOBEPKY HAIWYUS Yy MPEIACTABUTEIS
HcnonHuTens cneayomux 10KyMEHTOB:
— KoIMs ['ocy1apCTBEHHOIO KOHTPAKTA € MPUIIOKEHUAMH.
2. B ciaydae oTCyTCTBUSA JOKYMEHTOB YKa3HBIX B MyHKTE | T1aBsl [ 3akazunk
MPOBOAUT MEPOIPUATHS, YKa3aHHbIE B 1. 3 T1aBbl . AKT MpoBepKkH OKa3aHus Y CIIyT
(ITpunoxxenne Ne 3 k TexHnueckOMy 3aJJaHUIO) HE TMOIUCHIBACTCS 0 YCTPAHEHUS
3aMEUYaHUM.
3. 3aka3yuKk MPOBEpsiICT KOMIIOHEHTHI YCIyr corjacHo riaBbl |l Ha
COOTBETCTBUM TpeOoBaHUsIM TexHuueckoro 3ananus. [IpoBepku mpoBoOasATCA
corsjacHo riase V.



4.

MOJANMKUCHIBACTCS AKT TMPOBEPKU OKazaHus Ycayr (mpusiokerue No

B cnydae orcyrcrBus

TexHrUuecKOMY 3aJIaHUIO).

Llenbro

3aMEYaHUld WIA TI0CJIE€ UX YCTPAHEHUs

3 K

I1.1lens mpoBeeHUs UCTIBITAHUI

IMPOBCACHUS HWCHBITAaHUN

ABJIACTCA

MpOBEpPKAa  COOTBETCTBUSA

MPEOCTAaBISIEMbIX Y CIYT CBSI3U M €€ KOMIIOHEHTOB TpeOOBaHMSIM TeXHHYECKOTo

3aJaHus.

CocTaB npoBepsieMbIX KOMIIOHEHTOB Y CIIYT CBSI3H:
Komnonent Ycayr cBsasu «Ilepenada nanHbix L2y;

Komnonent Ycayr cBsa3u «llepenada qaHHBIXY;

KommionentT Ycnyr «3ammra JaHHBIX);

KommnoneHnT Ycnyr «Orpanndenue 10cTyna K tHGOpMaLUN»;
Komnonent Ycayr « MOHUTOPHUHT U oOecrieueHre 0€30IaCHOCTH CBSI3H.

111.00BbEM uctibITaHUI

HepequL IIPOBCPOK KOMIIOHCHTOB YCJ'IYF IIPUBCACH HUIKC!

Ne [IpoBepsieMblil KOMIIOHEHT Yro npoBepsieTcs
1. Komnonent VYenyr «llepenaua | OOecrieueHue mnepenayd  JTaHHBIX
JTaHHBIX» (32 uckiroueHueM Yciayru | C30 B enMHOM CeTH Tepenayu
nepenaun ganubix B BUC miis ['AC | gaHHBIX
«BbI60PBDY)
2. Kommonent  VYenyr  «3ammra | OOecrieyeHue  3alluThl  JTaHHBIX,
TAHHBIX) 00pabaTbIBaeMbIX M TEPEIaBaEMbIX
P OCYUIECTBJICHUH JIOCTyMNA IS
C30
3. Kommnonent Yenyr «Orpanuuenue | OOecrieyeHue M KOHTPOJIb JTOCTYIIA
JOCTyTa K HHPOPMAITUN M0JIb30BaTEIIEH B CE€Th «THTEpHET» C
bunbTpanmeit BXOJSIIIETO u
ucxojsmiero Marepuer-tpaduka mo
npotokosiam HTTP/HTTPS
4, Komnonent Yciyr « MOHUTOPUHT M | BIIOKMpOBKa 3amnpelieHHbIX THUIIOB
oOecrieueHre 6e30aCHOCTH CBSI3W» | B3aUMOJICUCTBUM, MOHUTOPUHT
KaueCcTBa MPEAO0CTABIISIEMBIX YCIYT U
3amuta oT DDOS arak
d. Kommionent Yemyr cBs3u | ObecnieueHne mepenadn JaHHBIX OT
«Ilepenava manHbIx L2 C30 no Touku npPUCOECTUHEHUS
ECIIJ




IVV.MeTtoauku TeCTUpOBaHUS

1. IIpoBenenue ucnbiTaHU KOMNOHeHTa Y cayru «llepenaya jaHHBIX»
- anemeHT «llepenaya nanubix» B BUC ¢ 3a1aHHBIMU TapamMeTpaMK KauecTBa

- JJICMCHT «Hepez:aqa JaHHBIX» B CCTh HHTGPHGT

1. BBeneunue

1.1. Hacrosammii pazmen omnpenenser NmopsaoK NPOBEACHUS WCIBITAHUA IIPU

npoBepke Ycuyr mo mpeaoctaBiieHuro jgoctyna C30 k ceru UnatepHer/ECII/,

OINpeeNeHHbIX ['0Cy1TapCTBEHHBIM KOHTPAKTOM.

1.2. KonTponupyembiMu napameTpaMu MOAKIIOUCHUS SIBIISIIOTCS:

— MPOMYCKHasl CIIOCOOHOCTh KaHaJIa 1o HampasiieHusiM oT 1 k C30, enquHuiia

u3Mepenus — Mour/c;

- BpeMsl 3aJiepKKH [P-nmakeToB, eIMHUIIA UBMEPEHUS — MC;

— Bapualnus BpeMeHHU 3anepxku [P-makeToB (nmanee — JKUTTEp), €IMHHULIA

U3MEPEHUS — MC;

- notepu |IP-nakeToB, equHuUIIA M3MEPEHUS — MPOIIEHT.

1.3. KOHTpOJIb MPOBOAUTCS € UCIHONB30BAHUEM HCKIIOUMUTEIBHO MEpeaadyud u

npuema 1udpoBoit HHGOPMAIIMH, B CBA3U C YEM MOKA3aTeNId TOYHOCTH U3MEPEHHIM

HE YCTaHABJIMBAIOTCA.

1.4. Pe3ynbraThl MpPOBENECHHUS HMHCTPYMEHTAIBHOTO KOHTPOJISI BHOCSTCSA

B [IpoTokon mpoBenenus tectupoBaHus Yciayr (manee — IIpoTokon mpoBeneHus

tectupoBanus) ([Ipunoskenne Ne 6 k TeXHUYECKOMY 3aaHUIO).

2. Meronuka mpoBepku 3neMmenta «llepemaua manaeix» B BUC ¢ 3amaHHbIMU
napameTpamu KayecTBa

2.1. 3HadeHust moKasaresel MpomyCKHOM CTOCOOHOCTH MPOBEPSIFOTCS COIIACHO

TexHuyeckoMy 3aaHUIO!

2.1.1. TpeOoBaHus K CpeACTBAM H3MEPEHMI, BCIIOMOIAaTENbHBIM YCTpPOMCTBaM,

MaTepHuaiam.



2.1.2. [Ipy BBINOJHEHWH TMPOBEPKM MPUMEHSIOT CIEIYIOUIME CpPENCTBA

WU3MEPEHUN, BCIIOMOTaTEIbHbIE YCTPOUCTBA, MAaTEPUAIIBL:

- NEPEHOCHONW KOMIbBIOTEP (HOYTOYK) C TaKTOBOW 4YacTOTOM HE MEHee

1 I'Tu, o6bemom namsitu He MeHee 4 ['0aiit, HanuuueM He MeHee | mopra Gigabit

Ethernet, nanmuunem omneparuonHoit cucrembl MS Windows Bepcuu 7 U BBIIIE

i FreeBSD/Linux (manee — HoyTtOyk);

— uHTepHeT-o003peBatenb Firefox, Chrome, Opera u wux anHauoru

(CnytHuk, Aunexc) B Bepcun He panee 2019 roga, ycranoiennsie Ha HoyTOyke;

— 1O (yrmmra) cmd, ycranoriennoe Ha Hoyroyke B coctaBe OC.

2.1.3. [Tpu npoBeIcHUU UHCTPYMEHTAIBHOTO KOHTPOJIst HAa HoyTOyKe MOIKHBI

OBITh OTKJIFOYCHBI AHTHUBUPYCHBIC, MEKCETEBBIC 3KPAaHBl M IMPOUYHE TPOTPAMMBEI,

KOTOpBIE MOTYT IPHUBECTH K MOBBILICHHIO 3arpy3KH LEHTPaIbHOrO MpoIeccopa,

a0 mepenade JAHHBIX TI0 CETH, a TaKXKe MPEMSATCTBUIO MEpelaydl JaHHBIX IO

CETEBBIM MOpPTaM (OJIOKUPOBAHUE).

2.1.4. IP-ampec, mumro3 mo ymoJl4aHHMIO W MacKa IOJCETH JJIsl TPOBEACHUS

npoBepkH, miansl |P-anpecanuu nis C30, napamMeTpbl MOAKIIOYEHUS (B TOM, YHCIIE

nopt Ha oOopynoBanuu HcmomHuTeNns) mpenoctaBisitorcs McnomHureneM npu

MIPOBEICHUH TTPOBEPKHU.

2.2. MeTon v nopsiIoK MPOBEAEHUS TPOBEPKH.

2.2.1. [TpoBepka OCYIIECTBISIOTCS C TIOMOIIBI0 KOMaH bl PING yTriauThl cMd.
[Topsimok mpoBeCHUS TPOBEPKH .

—  Toaxmrounts HoyrOyk k oOopynoBanuto HMcnomuutens B Touke

npucoenuuenus k ECIIJ] Toro cyobekta PD, B KOTOpOoM IPOBOIUTCS TIPOBEpPKA

—  Bamyctuts yruinty cmd Ha HoyTOyke;

—  Bsectu komanay ping X.X.X.X, rae X.X.X.X — IP-agpec BbIaeIeHHBIN 1151

C30 cornacno miana |P-aapecaruu

—  3amyCTuTh TECT

—  IIpepsats npoBenenue Tecta no ucreueHuu 30 ceKyH/



— 3aduKcupoBaTh pe3ysbTaT MpoBepku B [IpoTokose npoBeaeHus: TECTUPOBAHUS
Ycnyr. TlonoXATenbHBIM pe3yabTaToM siBIsieTcs Hamudne oTkiarka Ha |CMP-

3anpoc, 4TO MOJITBEPKAAET CETEBYIO N0CcTynmHOCTh C30

2. Metoauka mnpoBepku 3JjemeHTa «llepegaua JgaHHBIX» B CceTh
HuTepHer.
2.1 YcTraHoBNeHHBIE TpeOOBaHHS K  KOHTPOJIMPYEMBIM  IapamMeTpam
HOJIKJIFOUEHUSL:
— CKOpPOCTb IEPEAAYM JaHHBIX — cOrsIacHO TpeboBaHuil T3
— IIPOLIEHT MOTEPSIHHBIX [TAKETOB — He Oosee 5%;
— 3aJIep’KKa Iepeiayu MaKkeToB:
— 10 MPOBOAHBIM KaHaslaM — He 0omee 250 mc;
— Ha COCTABHBIX KaHAJaX C YYETOM HAJIMYMsI OJHOTO OECIpPOBOJHOIO ydyacTKa
(0JTHOTO CITYTHUKOBOT'O cKauka) — He 6osiee 1000 Mmc.
2.2 TpeGoBaHus K cpeacTBaM M3MEPEHUM, BCIIOMOTraTEIbHBIM yCTPOHCTBAM,
MaTepuasam:
221 Ilpm BBINONHEHWHM  WHCTPYMEHTAILHOTO  KOHTPOJS  MPUMEHSIOT
CIIEYIOIINE CPECTBA M3MEPEHMIA, BCIOMOTAaTeNIbHBIC YCTPOMCTBA, MaTepUaJIbL:
— 1 mepeHocHON KommbioTep (HOYTOYK) C TaKTOBOM 4acTOTON He MeHee |
[Tu, oobemMoM namsitu He MeHee 4 ['Gaiit, HanuuueM He MeHee | moprta Gigabit
Ethernet, Hanuunem onepaunonHoil cuctemsl (aanee — OC) Linux unu FreeBSD
nu MS Windows Bepcun 7 1 Boiie (nanee — HoyTOyk);
- uHTepHeT-0003peBatenb Firefox, Chrome, Opera wiam wux aHajioru
(CnytHuk, SAnnekc) B Bepcun He panee 2019 rona;
— [TO (yrmiurta) cmd (komMaHaHAs CTPOKA) YCTAHOBJICHHOE Ha KaKIOM
Hoytbyke B coctase OC.
2.2.2  1lpu npoBeAeHUH WHCTPYMEHTAILHOIO KOHTpois Ha HoyTOyke AOKHBI
OBITh OTKJIIOYEHBI aHTUBUPYCHBIE U MTPOYHE MPOTPAMMBI, KOTOPbIE MOTYT IPUBECTH
K TIOBBIIIICHUIO 3arpy3Kd LEHTPAJBHOTO IMpolieccopa, TUO0 mepemade MaHHBIX

10 CETH NEPEAYN JaHHbBIX.



2.3 MeTton 1 nopsI0K U3MEPEHUI
2.3.1  H3mepeHnue npormycKHON CHOCOOHOCTH KaHajia CBSI3U U BPEMEHH 3a/IEPIKKU
IP-makeToB oOcCyIIecTBIsIeTCS TOCPEACTBOM CEpBUCA Ui KOHTPOJS CKOPOCTH

nocryna B Mateprer (nanee — CKCI) no anpecy http://speedtest.rt.ru ¢ HoyrOyka,

MOAKIIOUEHHOT0 K oOopyaoBaHuio B Touke npucoenunenus k ECIIJ nns
npoBepsieMoro cyorekra PD

2.3.2 HacTtpoiiku ceTeBoro mojakioueHus Ha Hoyroyke (IP-aapec, mmio3 1mo
YMOJTYaHHIO M Macka 1mojicety 3a nposepsiembiii C30), mianbl [P-aapecanuu mist
C30, napameTpbl NOAKIIOYEHHUS (B TOM, YHCIIE TOPT HA 000PYAOBAaHUU

I/ICHOHHI/ITCHSI) IMpCa0CTaBJIAOTCA Hcnonnurenem IIpH IIPOBCACHUHU IIPOBCPKHU.

2.3.3  IIpoBepka MpOBOAMTHCS B CIACAYIOLIEM MOPSIIKE:

— OTkpbITh B HMHTEpHET-0003peBarene Ha HoytOyke 3ieKTpoHHBIN ajpec

xenta CKCIU (http://speedtest.rt.ru).

- Ha oTkpbiBIICHiCSI B OKHE WHTEpHET-0003peBaTeisi (CTpaHUIIE) HaXKaTh
Ha KHOTIKY «Hadate TecTupoBaHuE).
— Joxnatbest ~ OKOHUaHUS — w3MepeHud  (mpumepno 60  cexyHnm)
U 3apUKCUPOBATh pe3yabTaT u3MepeHuit B [IpoTokosie mpoBeaeHUsT TECTUPOBAHUS
VYenyr. B kadecTBe 3HaueHUsT BpeMeHHM 3aiepKku [P-makeToB mnpuHUMaeTcs
IIOJIOBUHA OT U3MEPEHHOU KPYTOBOM 3aJEPKKH.
- CKpHHIIIOT pe3yJNbTaTOB M3MEpeHui BHECTH B [IpoTokon mpoBeneHUs
TECTUPOBAHUSA Y CIIYT.
2.34 Usmepenue moTephb |IP-makeToB OCyIIEeCTBIsSETCS C UCIOJIb30BAHUEM
yruutel CMd B cienyronieM mopsiake (MOPSAAOK TPUBEICH JIs OTIEPAIIMOHHOM
cucrembl MS Windows):

ANTOpUTM U3MEPEHUS TIpoleHTa oTeps |P-nakeTos:
— Bamyctuth yTrauTy cmd Ha HoytOyke;
— BBectu komany ping test.ip.rt.ru, rae http://test.ip.rt.ru — 3IeKTPOHHBIN aapec
B ceTH «/IHTEpPHET» B 30HE OTBETCTBEHHOCTH VM crionHuTe . Pe3epBHBIN 3JIEKTPOHHBIN

anpec speedtest.rt.ru


http://speedtest.rt.ru/
http://speedtest.rt.ru/
http://test.ip.rt.ru/

— IIpoBectn Tect B TeueHnn 60 CeKyHO, NOpepBaTh NPOBEACHUE TECTa
no ucreueHnu 60 CeKyHI U 3a(pUKCHUPOBATH PE3YJIbTAThl U3MEPEHUS — MPOICHT
MOTEPSHHBIX TAKETOB.

- Pe3ynpTaThl MHCTPYMEHTAIBHOIO KOHTPOJs odopmuthk B IIpoTtokon
IIPOBEIECHUS TECTUPOBAHUS Y CIIyT

- CKpHMHILIOT pEe3yJbTaTOB H3MEpeHUH BHeCTH B IIpoTokon mnpoBeneHus

TECTUPOBAHUS Y CIIYT.

3. IlpoBeneHue NPUEMOYHBIX HMCIBITAHMNA KOMIOHEHTa YCIyr «3ammra

JAaHHBIX»

- aneMeHT « Kpunrorpaduueckas 3amura KaHaJIOB CBSI3H»

1. Beenenue

1.1 lenpto ucCHBITaHUS ABISIETCS MPOBEPKAa BO3MOXKHOCTH IE€peauyd MaKETOB
JAHHBIX B paMKax 3aKpbITOro (3allMIIEHHOT0) KOHTYpa CETH U OTCYTCTBUHU
BO3MOYKHOCTH II€PEJauM JaHHBIX B IPYTUE CETH.

2. TpeGoBaHug K CpeaCTBaM H3MEPEHHM, BCIOMOTaTEIbHBIM YCTPOKCTBAM,

MaTepuasam:

2.11lpy BBHINOJIHEHUH WHCTPYMEHTAJIBHOTO KOHTPOJS NPUMEHSIOT CJEAYIOLINe
CPEACTBA U3MEPEHUN, BCIOMOTaTEIIbHBIE YCTPOMCTBA, MAaTEPUAJIBI:

— 1 mepeHocHON KoMmbioTEp (HOYTOYK) C TaKTOBOM 4acTOTOM He MeHee 1

[T, oobemoM mamstu He MeHee 4 ['Gaiit, Hannuuem He meHee |1 mopta Gigabit

Ethernet, Hanuunem onepaunonHoil cuctemsl (panee — OC) Linux unu FreeBSD

nu MS Windows Bepcun 7 u Boiie (nanee — HoyTOyk);

- uHTepHeT-o003peBatenb Firefox, Chrome, Opera wiam wux aHajioru

(Cnythuk, fnnekc) B Bepcun He panee 2019 rona;

— [TO (yrmimura) cmd (koMaHgHAs CTPOKA) YCTAHOBJICHHOC Ha KaKIOM

Hoytbyke B coctase OC.

3 Merton 1 opsiIoK U3MEPEHUI

3.1 [ns mpoBepku cienyer nonakiaounTh HoyTOyk k mopTty oOopyaoBaHus

ucnonnurens B Touke npucoeaunenust k ECIII nis npoepsiemoro cyobekra PO
.



(kpunTomMapmipyTH3aTOpa) W HACTPOUTH CETEBOE IOJAKIIIOYCHHE COTJIACHO
napaMeTpoB Ta0MUIBl  agpecalid B OOWIEed MOoJCeTH JJisi BBIOPAHHOTO
(Be1Opanubix) C30 (mnan [P-anpecanun) - agpec, Macka U IUTI03 MO YMOJTYaHUIO.
[1nan IP—anpecanyu u napaMeTpbl HOAKIIOUYEHUS, ONIPEEISIEMbIE B COOTBETCTBUU
c mnaHoMm I[P-aapecanimu C30 B 3aKkpbhITOM KOHTYpPE CETH, MPEIOCTaBISETCS
HcnonnureneM 3aka3uuky Mpu MPOBEICHUN TPOBEPKHU.
AJNTOPUTM NPOBEPKHU:

—  3amyctuts yrmimaty cmd Ha HoyTOyke;

—  Bsectu xomanmy ping test.ip.rt.ru, rme test.ip.rt.ru — 3aeKTPOHHBINA agpec B
OTKpbITON ceTh (cetn «VHTEpHET») B 30HE OTBETCTBEHHOCTH VICTIONMHHTEIS.

JlaHHBIN apec AOJKEH ObITh HEJOCTYTICH 1JI B3aUMOICHUCTBUS.

— Beectm  komamgy ping X XXX, r1me X.X.XX azpec
kpunromapiupytuzatopa B C30. JlanHbll agpec T0KEeH ObITh JOCTYIIEH B paMKax
B3aMMOJICHCTBUS BHYTPHU 3aKPBITOTO KOHTYpA.

—  PesynbpraThl mpoBeneHMS  MHCTPYMEHTAIBHOTO  KOHTPOJISI  BHOCSTCSA

B [IpoTOKON IpOBEAEHUS TECTUPOBAHUSA Y CIIYT.

3. IlpoBeneHme  NPUEMOYHBIX  MCHBITAHHI  KOMIIOHEHTa  YCJayr
«Orpanuyenue gocryna Kk mHGpopManun

- anemeHT «KoHTeHTHast QuibTparus»
1. BBenenue

1.1. Hacrosmmuii TOKYMEHT ONHWCHIBACT METOIWKY IPOBEACHUS TECTUPOBAHUS

KOMMOHEHTa Y cayr «OrpaHudeHue J0CcTyna K nHpopMarmm

1.2. llenplo mnpoBeAeHHUS TECTUPOBAHMS SIBJSETCS MPOBEPKA COOTBETCTBUS
KOMIIOHEHTa Ycnyr «OrpaHudyeHue Joctyna K HHQopMauuu» TpeOOBaHUSM
Texnunueckoro 3amanus (nmamee — T3). CoctaB mpOBEpSEMBIX 3JIEMEHTOB

KoMIioHeHTOB Y ciyT « MHpopMarmonHas 6e30nacHOCThY (anee - Y CIIyTH):

- Komnonent ycnyr «OrpaHnuueHue noctyna K uHGoOpMaum» o0ecrneyruBaeT

OTpaHUYCHHE JTOCTYIa K MHPOpPMaIIUU, PacIpOCTpaHEeHHEe KOTopoil B Poccuiickoii
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denepanmu 3anperieHo, 1 K tHPOopMaIiu, HAaHOCSIIEH Bpe I 310POBbIO U Pa3BUTHIO
JeTen, coaeprxkaieics B cetn Marepner:

— poBepsieMblii a1eMeHT « KOHTeHTHas PrutbTparus.
2. OO0BEM UCIIBITAHUIM

2.1. B cocraB wucneiTanuii sneMeHta «KoOHTEHTHaS q)HHBTpaHI/ISI» BXOAUT
IIPOBCPKaA I10 00eCIICYCHHIO 1 KOHTPOJIIO JOCTYIIa MOJIb30BaTENICH B CETh I/IHTepHCT

¢ puIbTpaMen BXOAAIIETO U uexoasiero MaTepuer-Tpaduka.
3. VY cI10BUS U OPSAIOK IIPOBEICHUS UCTIBITAHUN

3.1. TlpoBeneHwe WuCHBITAHUI KOMIOHEHTa YCIyr MpoBoguTcs B Touke

npucoenunenus k ECII] nposepsieMoro cyOobekra PO.

3.2. IlpuemouHble HCHBITAHUS KOMIOHEHTa Yciuyr «OrpaHudyeHue noctyna K
uH(pOpMaLUN» HAYMHAIOTCS pu MTOATBEPKIACHUN TOTOBHOCTH
IIPOTPaMMHO-ANINAPATHBIX CpeacTB lcronHuTensA, HUCIOIb3YyEMBIX B COCTAaBE

IIPOBCPACMBIX KOMIIOHCHTOB YCHYI‘.

3.3. Bo Bpems mpoBeneHus TeCTUpPOBaHHUS (YHKIIMOHATBHBIX BO3MOXKHOCTEH
Cucrembl HY OIHA U3 CTOPOH HE JIOJKHA TIPOBOAUTH PA0OTHI, KOTOPHIE KAKUM-JTHO0
o0pa3oM MOTYyT TMOBJUSTh Ha pe3yJbTaThl HCHbITAaHUU. B ciyuae Kakux-ambo
OTKJIOHEHUM OT Hactosumend IIporpamMMmbl CTOPOHBI JOJKHBI YTBEPAWUTH TaKUe

OTKJIOHCHM:I.

4, TpeGoBaHusg K CpeACTBaM H3MEPEHHI, BCIOMOTaTElIbHBIM YCTPOWCTBAM,
MaTepHuaIam:

- IIpu BBIITOJIHEHMH MHCTPYMEHTAJIbHOTO KOHTPOJISI MPUMEHSIOT CIIEAYIOIINE
CpEeACTBa U3MEPEHUH, BCIIOMOTAaTEIbHbIEC YCTPONCTBA, MATEPHUAJIBI:

— 1 mepeHocHOM KoMmbioTep (HOYTOYK) C TaKTOBOM 4acTOTON He MeHee |
[T, oobemoM mamstu He MeHee 4 ['Gaiit, Hanuuuem He meHee | mopta Gigabit
Ethernet, Hanuunem onepaunonHoit cuctemsl (aanee — OC) Linux unu FreeBSD

n MS Windows Bepcun 7 u Boite (naiee — HoytOyk);



— uHTepHeT-0003peBarenb Firefox, Chrome, Opera wuiam wux aHajioru

(CniytHuk, Annekc) B Bepcun He panee 2019 rona;
— Mertoauka TECTUPOBAHUS

- [IpoBepka obOecreueHuss W KOHTPOJS JOCTyHa IOJb30BaTejeii B CETh
WuTepHer ¢ QuibTpanueid Bxondmero u ucxomsauiero HMHtepHeT-Tpaduka
KoMnoHeHTa Ycnyr «OrpaHuyeHue JocTyna K HH(OpMalun», 3JIEMEHT

«KonteHTHast GpuabTpaLus».

4.1. B xadecTBe MPOBEPKU MPOBOJUTCS TECTUPOBAHUE (PUIBTPAIMH JIOMEHOB
COINIacHO 0a3e NaHHBIX PECYpPCOB, OTHOCSIIMXCSA K 3alpPELICHHBIM KaTEropUsM
(HapKOTHKH, TOPHOTpadusi, TEPPOPU3M, SKCTPEMU3M, HACUIINE, COLMATIbHBIE CETH,
aHOHMMai3eppl WU T.J.) B COOTBETCTBUM C TpPEeOOBAaHUSMU HOPMAaTHBHOU

nokyMeHTamuen Poccuiickont denepanum:

- bnoxupoBka URL pecypcoB, OTHOCSIIMXCA K 3alpEIICHHBIM KaTerOpusM, IO
nporokonam HTTP/HTTPS, Buecennsix B peecTpbl PockoMmHan30pa, Takue Kak
«EnuHbI PeecTp NOMEHHBIX UIMEH, YKa3aTeJed CTPAHUIl CauToB B ceth HTEpHET
U CETEBBIX aJPECOB, MO3BOJISIONINX UIAECHTUPUIIUPOBATH CalThl B ceTu MHTEpHET,
cojieprkaire nHpopMaruio, pacpocTpaHeHue Kotopoi B Poccuiickoit deaeparun
3aIpEIICHO», BHECEHHBIX B «DeepalibHbIN CIIMCOK SKCTPEMUCTCKUX MaTEPHATIOB)

MununcrepcTBa roctunmn Poccniickon denepannu.

- brnokupoBka pecypcoB, OTHOCAIIMXCS K 3alpelleHHbIM KaTEropusiM, IO

BBOAMMOMY IP-anpecy.

AJNTOPUTM NPOBEPKHU:
- Hactpouts Ha HoyTOyke IP-anpec, o3 mo yMoa4aHuo U MacKy MOJCETH,
Ha3HaueHHbIE 15 TipoBepsieMoro C30.
- [Tonkmounts HoyTOyk K oOopynoBanuto Mcmonnutens B Touke

npucoenunenus k ECII]] B mpoBepsiemoMm cyOnekTe PD.

- Hacrtpouts Ha HoyTOyxke [P-anpec, IP-anpec nuto3a no yMoI4aHuio ¥ MacKy

MOJICETH B COOTBETCTBUU C Iu1aHOM [P-anpecannu. JlomoJHUTENBHO HA HOYTOYKE
10



HacTpouth |P-anpec npokcu-cepBepa B COOTBETCTBHM C I1aHOM [P-agpecanuu u
yCTaHOBUTH (ain cepTudukata npokcu-ceppepa. llman [P—azapecamuun wu
napameTpbl HOAKJIIOYEHMs] Ui  IPOBEJIEHUS IPOBEPKU  IPEIOCTABISAETCS

HcnonaureneM 3aka34yuKy Py IPOBEICHUH TPOBEPKHU.
— 3anyctuth Ha HoyTOyke nnTepHeT-0paysep.

— Brectu B agpecnyto ctpoky URL pecypca, oTHOCsIIErocs: K 3anpeiméHHon
kareropuu (npuioxkenue Nel). YOeauTscs, 4TO AOCTYH K 3alpelieHHOMY pecypcy

3a0JIOKUPOBAH.

— Brectu B anpecnyto ctpoky URL pecypca, OTHOCAIIETOCS K pa3peiiéHHOMN

kareropuu (npuinoxeHue Nel). YoenuTbces, 4To JOCTYII K PECYpCy pa3peiéH.

— Beectu B aapecHyro crpoky IP-aapec pecypca, oTHocsmerocs K
3anpeméHHo  kateropuu (mpuwioxeHue Nel). VOenutbcsi, 4YTO JOCTYNm K

3aIpeIIeHHOMY pecypcy 3a0JIOKHPOBaH.

— Beectu B aapecHyro crpoky |IP-agpec pecypca, oTHocsmerocs K
pa3pemi€HHoM kateropuu (npuinoxenue Nel). YOenuTbes, 4To AOCTYN K pecypcy

pas3peLcH.

— Pesynprar nposepku otpazute B IIpoTOKone mpoBeneHHs TECTUPOBAHUS

Yenyru (npunokenue Ne 6 k TexHUUeCKOMY 3a/1aHHIO).

[Tpunoxenue Ne 1
[lepeunn URL pecypcoB u pa3penieHHbIX U 3anpenieHHbx |P-agpecos:

1. TIlepeuenp 3ampem€uubix U paspeménubix URL  pecypcoB  (mpotoko
HTTP/HTTPS)

URL pecypca (npumep criucka) | IP-anpec Pesynbrar Kareropus
HoyrOyka c¢ | OJ0KHpOBKH
KOTOpPOTO
MPOBOJUTCSA
poBepKa
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(oTKpbITas

JIBC):
https://yandex.ru 10.x.X.X He PasperieHHbIi pecype

3a0JI0KUpPOBaH

https://vk.com 10.x.X.X 3a0I0KHpOBaH ConuaipHas ceTh
https://www.facebook.com 10.X.X.X 3abnokupoBan | CoumanbHas ceTh
http://pornhub.com 10.x.X.X 3abnokupoBan | IlopHorpadus
http://worldoftanks.ru 10.X.X.X 3abnokupoBan | Kowmr. urper
http://3rm.info/?newsid=26584 | 10.X.X.X 3abnokupoBan | -
http://upyachka.ru 10.X.X.X 3abnokupoBan | ocyr

2. [lepeuens 3anpeménnpix u paspeménnbix URL pecypcoB (brnokuposka mo IP-

azpecaM pecypca)
Ip-ampec Caiit IP-anpec Pesynprar Kareropus
pecypca HoyrOyka ¢ | OIOKHpPOBKH
KOTOpPOTO
HPOBOUTCS
poBeEpKa
(oTKpBITas
JIBC):
87.240.131.99 | vk.com 3abnokupoBaH | 3abnmoxuposan | CounanbHast
CeTh
31.13.64.97 www.facebook.com 3abmokupoBan | 3abmokupoBan | ConuanbHast
CeTh
62.240.84.135 | 3rm.info/?newsid=26584 | 3a6mokupoBaH | 3a0IOKUPOBAH | -
185.12.241.151 | worldoftanks.ru 3abmokupoBan | 3abmoxupoBan | Komm. urpsr
4, IIposenenue MPUEMOYHBIX UCNIbITAHUM KOMIIOHEHTA Yeayr

«MOHUTOPHHT U oOecnieyeHne 0€30MaACHOCTH CBA3N»

- BJIEMEHT « MexceTeBoe 9KPaHUPOBAHUCH

- 3JIEMEHT « MOHHUTOPHUHT KauecTBa MPEJOCTABISIEMBIX YCIyT»

- snemeHT «3ammra ot DDOS artaky
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1. TTpoBepka OJOKMPOBKU 3aMpPEIICHHBIX TUIIOB B3aUMOICHCTBUI 3JIEMEHTA YCIyT

«MesxceTeBoe SKpaHUPOBAHUE.
1.1. VYcnoBust 1 MOPSJIOK MPOBEICHUS UCTIBITAHUN

1.1.1. B kaudecTBe mpOBEpKH TMPOBOJIUTCS TECTUPOBAHHUE OJOKUPOBKHU
3aMpelieHHbIX THIIOB B3aUMOJCUCTBHI B COOTBETCTBHH C HAaCTPOCHHBIMU

ITOJIMTUKAaMH I/IH(i)OpMaHI/IOHHOI‘/’I 0e3011acCHOCTH.

1.1.2. TpeboBaHusl K CpelCTBaM HU3MEPEHUM, BCIIOMOTATEIbHBIM YCTPOMCTBAM,
MaTepuasam:

1.1.2.1. Tlpy  BBINOJHEHUU  HHCTPYMEHTAIBHOTO  KOHTPOJIS  MPUMEHSIOT
CIIEYIOIIME CPECTBA U3MEPEHMIA, BCIOMOTaTebHBIE YCTPOMCTBA, MaTepUAJIbL:

- 1 mepeHoCHON KoMmbiOTEp (HOYTOYK) C TaKTOBOM 4acTOTON He MeHee |
[T, oobemoM mamstu He MeHee 4 ['Gaiit, Hanmuuuem He menee 1 mopra Gigabit
Ethernet, nanuuuem onepanronHoit cucteMsl (nanee — OC) Linux unu FreeBSD
unu MS Windows Bepcuu 7 u Boiiie (nanee — Hoytoyk);

- uHTepHeT-0003peBatenb Firefox, Chrome, Opera wim ux aHanoru
(Cnythuk, Snnekc) B Bepcun He panee 2019 rona;

— IO (yrunura) cmd (koMaHaHas CTPOKA) YCTAaHOBJICHHOE Ha KaXJIOM

Hoyrt6yxke B coctaBe OC

1.1.3 Jlna mpoBenenus npoBepkd HoyTOyk HE0OXOIMMO MOIKIIOYUTH K TOPTY
KPUIITOMApIIPYTU3aTOpa JIi OTKPBITOM CETH WIM HampsMyl0 K KOMMYTaToOpy

JIOCTYyIIA.

AJNTOpUATM NPOBENECHUS ITPOBEPKU

—  Hacrpouts Ha HoyrOyke [P-anpec, IP-anpec numto3a no yMoaI4aHuio ¥ Macky
MOJICETH B COOTBETCTBHM C IaHoM IP-ampecanmu. [lnan [IP—anpecanun u
MapamMeTpbl MOAKIIOUECHUS Ui TPOBEACHUS TMPOBEPKU MPEAOCTABIISIETCS

HcnonaureneM 3aka3uuKy Py IPOBEIECHUH TPOBEPKHU.
—  3amyctuts yTwimty cmd
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—  Bsectu xomanay ping 192.168.1.1, 20e 192.168.1.1 — IP-aapec vacTHOM ceTH

kiacca C (He ucnomns3yemoii B [1nane IP-agpecamuu C30)
- Yo6eauTsces, 4To JOCTYN K CTOPOHHEHN CETH 3a0JI0OKUPOBAH.
—  3adukcupoBaTh pe3ynbTaT IPOBEPKU

1.2 TlpoBepka 53JIeMEHTOB YyCIyrd «MOHHMTOPUHI KadecTBa MPEIOCTaBIISIEMbIX

yciyr» U «3amuta ot DDOS ataky

1.2.1. B xone oxazanusi Yciayru «MOHUTOpUHT M oOecriedyeHue 0e30MacHOCTU
cBsa3uw» HcrnonHuTens oOecneynBaeT okasaHue Yciayr «MOHUTOPHUHI KadecTBa
IPEOCTABIIIEMBIX yCIyr» U «3amuTa oT DDoS aTtak» B COOTBETCTBUU C YCIOBUSAMHU
roCyJIapCTBEHHOI'0 KOHTPAKTa B X0/i€ npeaocTaBiaeHus Y cayr nocpencrsom ECITJ]
B COOTBETCTBUU C JCUCTBYIOIIMMH TEXHUYECKUMH TOJUTHUKAMH B YacTH

o0OecreyeHus MOHHUTOPHHI'A U 0e30I1aCHOCTH CBSI3H.

1.2.2. JloctatounbiMu (aKTOpaMu AJisi TOATBEPKIACHUS (PakTa OKa3aHHs yCIyT

ABJIAOTCA:

- OTCYTCTBHUC BIIMSIHUM Ha nepcaady AdaHHBIX, B TOM YHUCIIC U Ha AOCTYIIHOCTb

peCypcoB, B TOM 4YHUCIIe BCaeAcTBUe ocyuiectBieHuss DDoS atak.

1.3. Pesynbratel mpoBepku oTpas3uth B [IpoTokoisie mpoBeAeHUS TECTHUPOBAHUS

Yenyru (mpunoskerne Ne 6 k TexHnueckoMy 3aJ1aHuIo).

oT 3aKa34ymnKa: ot UcnonuTes:
3amecTuTens MuUHHCTpPA Crapummii Bune-IIpe3ngent — @®uHaHCOBBIN
M (POBOro pa3BUTHSA, CBA3H U MACCOBBIX AUPEKTOP
KoMMYyHHuKanuii Poccniickoii ®egepanun ITAO «PocTenexom»
/M. Kum / /C.H. AHoxun/
M.IL MLIL. (pu HaU9YwH)
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